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Pease provide a vationasle regarding how stadent envollment projections were caleadated:

Suutent enroflment projections are caleudated hased on national nd regional market demand and
unmet needs o fill the gap for wadilled professional positions in the field of eybersecurity
mnnagement.

Provide a rationale for proposing this program, including evidence of sarket demand and
sovierad need supported by research:

The major ritiomale for ereating o M8, degree in Cyberseeurity Matisgement is 1o better serve
the demand of those students who are seeking a eprcer and a praduate degree in the leld of
information security and assurance, and to nweet the market demand for the above work foree
talent. There is o preat need and demand for professionals with expertise in securing inforniation
angd systems in industrial and governmentul organizations.

Murket Demand

The dennnd for highly skilled eyberseceurity professions is growing continueusly,  According (o
the VIS Barean of Labor Statistics- QGeenpationu! Outlook Handbook, 2012-22, the employment
of Information Security Amalyst jobs is projected to grow 37 pureent frem 2012 1o 2022, much
faster than the average for all other occupations. Dewand for information security analysts is
expected 1o be very Bigh as these anadysts will be needed 1o plao and utilize innovitive solations
ta prevent bwkers from obtaining individaai personal or basiness critical  information or
ereating huvoc on computer networks, Information Secarily Analbyst jobs are listed among the
top 20 fastest grawing professions, with 75,000 jobs in 2002, and 37% gronth by 2022,
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By any measure, the M, degree in Cybersecarity Management is simélar to other business
refited degrees sinee there is no one career path sttsched to the degree. Recent Cybersecurity
Management graduates entering the worklosee wauld do well w broaden their job searchasa
crass between managemend, computer technology, fmice, accounting and basiness degree
program. Cybersecurity Management najors also can pursue many specialized certifications that
will be in muech higher dermand.

The Cyberseeurity Manugement carver is fovused on planning and carrying om security
mensures o profeet organizalions” computer networks and systems and Cvberseeurity
Management responsibilities are continually expanding as the namber of cyberattucks increase
{Oceupational Outtook Handbook, 2012-22),

Amoung the carcers availuble to Cybersecurily Management graduates arer Computer and
fnfornution Research Scientist, Commpater and Information Resenrch Munager, Computer
Network Architeet, Computer Prograsmmer, Compuler Systems Analyst, Database Administeator,
Software Pevelaper, Web Developer and Network and Computer Systems Administrator, Those
seeking a vareer s Cyhersecurity Management also have a vavicty of options available to them,
There ure o number of information security certifications available and many employers prefer
job camdidates fo have one. Some are general idormation scearity certificates, such as the
Certilted Information Systems Seeurlty Protessionul, while others have a narrow foeus, such as
pu\t:li‘uiinn testing or systems miditing. A Master of Science in Cyhersecurity Masagement will
coder a higher leved ol recopnition and move the schoo!'s business progeans eloscer to other
neeredited buginess schools.
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As depicted in Table T and Fig. 2 below, Science, Technology, Engineering, and Math (ST
fiehds continue o have strong need for diversity that sheuld be addressed in the area of minority
enployment in the growing Inforniation technolopy eybersecurity freld. As the field of
infornution teclnology and eybersecurity grows there is an unmet diversity need that should be
addressed i the svea of minority employiment in the Reld. A diversitied workforce brings
innovation amd divergent ideas to the workplice, According to the National Science Foundation
(NSEFY (Wonen, Minorities and Persons with Disabilities in Seience snd Engineering, Avlington,
VA, NSE 13304, February 20133, women constilute 28% ol the Science and Engineering
Worktoree,

I addition, aceording w a 2008 report by the 1nformation Technotlogy Association of America
{TAA)Y trade group, the pereentage of women i the 1T workforee deelined from 25.0% in 19496
0 241.9% in 2004,
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Talde 1: Scientists and enpineers weorking in seience and enginecring occupations: 2010

Rucefethinicity and sex | Number. .| Pereent
Total All Mex T TTT000 | 1%
“Total AH Women | LASS.000 | 28%
Black Men 139,000 | 3%
Black Women T o008 |2

“Fotal All Men and Women | 5,399,060

Souree: s

s us-vert.go v Bomeavonten-ninorities Downlomded §ES2015

Scientists and engineers werking In sclence
and englneering occupations; 2010
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Figure 2: Scientists and engineers worling in scienve and engineering eccupations: 2010

There are & sumber of reasons that may have cantributed to e ek of women in the I
warkforce, ineluding a Inck of educational focus om and interest in STEM Gelds that equip young
wonen with the expettise secessary for a career in 1T and eyborseeurity.
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Acconding o Uric Chabrosy, Exeentive Editor of GovintbSeawnrily & TnfollskToduy, and former
top editor at the award-wining business journal CHO Insight wnd a fong-time editor and writer at
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information Week, the scarcity ot women and minorities in the 11 security ficld does not mirror
the rest of the American workloree (Bank Intormation Seeurity, BUT Sight, October 11, 2011}
Chahrow (2011} stated that “Despite viteally no snemployment among 11 security pros, the
searcily of wonmwen, Aftican Americans, and Latinos is highly evideat.” FThe 1T security
profession in the United States is hesvily white with u disproportionate muber of Asians, as
compared with the overall STEM workforee, according to an Intormation Securtty Media Group
amtysis of Labor Departiment employment figares. Labor Departinent fgures also show for the
third straight quarter, no unemployment exists among information security anadysts, an
acctipation category tat includes a mntber of 1T securily roles,

Student Demand

Over 60% of stadents gendusting from Infornmtion Scienves and Computer Technology and
other husiness progeams continue their education onto u graduate degree. Many of these students
inguire about a graduate progrmy s information seearity wud refued feld, Oflering a graduate
level program in eybersecurity management would provide an opportunity for stedents from
schood of busipess and muthematics departnent [o pursue a speciafived grindoate depree in
eyberseeurity management,

DUPLICATION AND COLLABORATION

Fhere are two HBCUs (Historieally Black Colleges and Universities) in the State of Missourd,
{wris-Stowe State University and Lincoln University. Currently, Lincoln University does aot
offer a pradunte degree program in lefermation Systems and Sceurity Manugenient, feaving
Harris-Stowe State University as the only HBCU catering alTordable, secessible and quality
educational progeam to an underrepresented population, Corrently, besides Harris-Stowe, there is
only one more public, urbaa institution it the city ol St Louds, the Unbversity of Missouri-St.
Louis, which offers a certilicate program in cybersecurity. Harcis-Stowe State University is
surrounded by severa] private universitics. However, the cost o edueation of these universities is
ameng the highest in Missouri and the nation,

wwnw.dhe.mo.gov » info@dhe.mo.gov
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Local Competitive Universities

o Liniversily Legree Program
Harris-Stowe State University (HSSU) MLY. Degree in Cybersecurity
Management
Liniversily of Missowri St Louis (UMSH) NO Master degree in Cybersecurity
Washington Hniversity in S. Louis LS. Degree in Cybersecurity
Management

(No required core courses)

| Elective Dyiven

Saint Louis University (81U} | NO Master depree in Cybersecurity
Maryvilte University NO Master degree in Cybersecurity

The proposed MU, degree in Cyhersecurity Management at Harris-Stowe State University will
provide access to 2 praduate scieace degree for the residents of the wrban conununity whe aspire
ta enter the field of infornmtion security and sssuvinee and are unable to pursue it ai another
institution of higher education.
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PROGRAM CHARACTERISTICS AND PERFORMANCL GOALS

fnstiltion Name Flarris-Stawe State Uiniversity
Program Name Master of Science/Certificate i Cyberseeurity Management
Date  G1-04-2010

(Abthough wit of the following guidetines may not be applieable to the proposed program, please
carefully consider the efements i cach area and respond as completely as possible in the Tormat
below. Quanilication of performance goals should he included wherever possible.}

f. Student Preparation
+  Any special admissions procedures or student qualitications required lor this program
which exceed regudar university admissions, standaeds, e.g., ACT seore, completion of
core carriculum, portfolia, personal interview, ete. Please note if no special preparation
will be required,
Admission Reguirements:
1. A student must have an nndergraduate degree In information Scienees sad Computer
Technology program ur glosely related discipline. Applicants who have a degree in a non-
related fields will also be vonsidered for admission provided they have completed
prerequiisite courses for admission to the graduate program,
2. Student ugst have o mininuen undergraduate Grade Point Average (GPA) of 3.0 or
betier.
3. Applicant must complete the praduate Record Examination (GRE) with a minimum
composite seore of 900 { Verbul scote of 150 or better; Quantitalive score of 150 or better;
Atatiytical score of GO0 or betler). For international students, the progran requires a
TOFEL, computer-based seore of 223 and paper-based score of 330 or belter.

+ Charactesistics of a specilic population to be servad, if applicable. NA

2. Facubty Characteristics i

« Any special requirements {degree status, raindng, eie.) for assignment of teaching for this

degreefeertitivate.

PhDDESC/DBA in fuformation Scieaces or closely related discipline to be

eamployed as o fulltime Geulty, and & mininm of @ master degree in Information Sciences

ar clasely refated area with at leust five yeurs track record of relevant professionad experience,
+ Estimatedd percentage of credit bours that will be assigned to Al ime faculty. Please use the

ferny Mull time faculty” (and not FTEY fa vour descriptions here,

At least 1ty percent of courses witl be taught by full-time faculty.
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+  Expectations for protessional aetivities, special student contael, teaching/learning
o valion.
Diepartment Chair and facully teaching in this program will be expected to:
I Canduct vesearch amd be professionally active as evidenced by scholarly activities via
paper presentitions and publication.
2, Fhey are expected to advise and guide students with their curricubam and professional
developrent planing,
3 Serve ag mentors and provide leadership development oppontanities in many
capavities, stch us ¢lub advisors, rescarch conch and team builder.
4. accompany stadents o profession erganizations and conforences

3. Enrellment Projeciions
o Staedenpt FTE majoring in program by the end of five years,
24 full-time students

v Percent of fd] time and pasi tine enrollment by the end of five years, 67% full-time
amd 33%% part-time

4. Student amd Program Quicomes
«  Number of graduates per annum al theee und five years afler implementation,
Three veurs- M and live years-26

o Speciad skitls specific o the progrm.
Upon completion of the program students:
1. would have the advanced skills in cybersecurity managerenl. They should be able to design,
implement and deploy cybersecurity managemot sofutions for protecting an organization's infarmation resources
2. Will use the knowledge and skifls acquired in the program to identify apprepriate cybersecurity algorithms
and protocals 1o he deployed in the context of an organtzation's security policy.
3. Analyze, design and implement appropriate incident response in case of security breach,
4, Manage processes inclading assessing security vuluerabilliies of an vrganization’s netwarks against
cyber adversaries.
5. Have a solid understanding of legal and ethicad dilemmas and legislative processes as related
cybersecurity and information assurance.

s+ Propartion of studemts who will achieve licensing, certifteation, or registrtion,
Muore than {0%

- wwwdhe.mo.gov » Info@dhe.mo.gov
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¢ Performince on national audfor tocal assessments, e, percent of students scoring above
the 5th percentile on normed tests: pereent of students achieving minimal cut-scotes on
criterion-re ferenced tosts, Include expected results on assessments af general edacation
and oo exit assessments i a particolar discipline as well as the nsme of any nationally
recognized assessments used,

More thaa {ifty percent of studeants compieting the Mational 6raduate dMajor Field Assessment Test for
WS In Cybersecurity Manangement or simitar exam will score higher than average compared to the
nationai norm.
o  Macement rates in related Helds, inother fields, anemployed,
Upon the compietion of the program move then cighty pereest of gruduates will seeure u
prafessional carcerin their liekl or elosely velated field. Less thus tive percent

uneaployed,

e Transler pules, continous study.
Mure than eighty percent of graduates either seeure a professinmal positions or continne
their education onta a higher degree of edueation.

5, Program Accreditation
+  institution] plisns For acereditation, it applicable, including accrediting agency and

timeline. H there nre no plans to seek speeialized acercditation, please provide a
rativenale.
The Pniversity will pursue propran acereditation through Acereditation Council for
Business Schooks and Programs (ACHSP), Imernational Assembly of Coltegiste Business
Cducation (JACBEY and will be included in the next regional institutional acereditation
by Hgher Learaing Consdssion (North Central Acereditation),

6. Alumni and Employer Survey
«  BExpected sutisfuction rates [or alomnd, fnclieding timiig and methad of surveys.

Muore than scventy five percent of graduating senioes and afurni wilt express their
satisfuction with the quality of education pravided o graduates of the program.
Graduating Senior Bxit Survey will he administered annualy by the advisor and
individuathy, Atumni survey will be administred every other year via an c-nail or
conventioied il

o Bxpected satisfction rates for emmployers, ineluding tinding snd method of surveys.

More than sevenly five percens of emplayers and internship supervisors who complete
the survey will express their satisfaction with the guality of education provided (o
araduates ol the progron. Empluyers suevey will be administred every other year via an
e-mail or conventionat mail.

) wuav.dhe.mo.gov « info@dhe.mo.gov
205 Jeffarson Streat, P. Q. Bax 1469, Jefferson City, MO 65102 + (673) 751-2381 + {BO0} 473-6757 « Fax (573) 7516636
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7. Anstitutional Characteristics
o Characteristics demonstrating why your institution is particularly weil-cquipped 1o
suppoit the progeam,

Harrds-Stowe State University traces its ovigin back to 1857, HSSU s vegistered as a
Historieally 8lack Colege and University. It is publicly supported and richly diverse in
peaple and programs. HESL was first institationaily aeeredited in 1924 by the North Centeal
Associative of Colleges and Schools.  Today. all programs offered by the School of
Business are aceredited by Accreditation Couned] for Business Schools and Programs
(ACBSE) and Internationad Assembly of Collegiate Business Fdueation {{ACBE).

The lslormation Scicnces and Computer Techiology advisory hoard members represent
high executives of the local and vegional 17T corporutions.

The facully and staft of the Anheuser-Buseh School of Business are highly qualified and
natiopaty recognized individuals in their field of stady and are equipped with knowledge and
skills 1o deliver o high quality and premier graduste education,
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PROGRAM STRUCTURE

AL Fotal eredits required tor gradustion: 33
H. Residency requirements, iFany: None
' Genernl education: Fotad credits: NIA

Cotrses (specitic courses OR distribation area wnd credig):

Required Core U ieveditd Course THIE T h
Cuourses (24 hours) o -~
CMOS10 13 information Securlty o ]
Ch0520 _ 31 fundamentals of Nelwork Security apd Management
 CMOS30 1 3___| Cryprography and Data Protectlon B
CMG540 3 Legal Ethical Aspects of Inforimatton Security and Assurance
CrMO550 3 | Software and Application Securlty e |
CM0560 3 Operating System Security
oMos7o |3 |information Security Policy and Risk analysis
cMosse 3 Business Continuity and Disa;ger1{gcqv¢ry1gchniqtges' B o
Total Core Courses 24 R

i".icci'i\'cx_@“{l'u'ﬁﬁi: '
{3 courses [rom the listy

CMoses 13 Information Systems Forensics _
7_7(?\711.(157337 3 informatton Securily Operations Mapagement
CM0525 3 Information Resource Management L

CMO57% 3 Buslness Driven Information Systems/Mobli Security )
CMOSBS 3 Physical Secusity
CMO590 | 3§ Advanced Topics In Cybersecurity o

cmMpses |3 | Cybersecurity Project Management _

CAM0600 6 Master Thesis

Total Electives 9

Total core Plus electives | 33 o
Note: AH students entering the master program will weed e fpllowing prerequisites

MATH 8261 Diserete Al This course s intended to provide an introdirction to many of the discrete
mathematics topics usetul 10 the compater seientist and the mathematician, Topics include characteristics
of the nismber system, sets snd logic, proof methods, fmclions, and relations with additional topies at the
diseretion of the instructor,

MIS 0318 fnroduction to Compuier Neovorks This course covers the pratocols of computer network
and exmnines local-area networks, intranet systers and related topics.

£y, Major reguiseanents: Total credits: 33

B ree elective eredits:
wwav.dhe.mo.gov « info@dhe.mo.gov
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MNIA
{Sues of C, D, and E should eqoal A

F. Requirements for thesis, internship or olher capstone experience:
600 i wptional 1o the stedents

G Any unigue featares such as interdepanmentat cooperation:
NA
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